NHO®OPMAIIMOHHASA NTAMATKA VIS OBYUYAIOIIINXCA

C KaXIbIM TOJAOM MOJIOACKH B MHTCPHETE CTAHOBHUTHCS OOJIBIIE, a MIKOJLHUKU OJHU M3 CaMBIX
aKTHBHBIX MoOJb30Bareneil PyHera. Mexny TeM, NOMHUMO OIPOMHOrO KOJUYECTBA BO3MOKHOCTEM,
WHTEPHET HECET U MPOOJIeMBI. JTa aMATKa JOJDKHA TIOMOYh TeOe 0€30TacHO HaXOIUTHCS B CETH.

KoMmnbrorepHbie BUPYChI

KoMmnbroTepHslii BHpyC - 3TO pa3HOBHJIHOCTh KOMIBIOTEPHBIX MPOrpamM, OTJIMYUTEIHHOU
0COOEHHOCTBIO KOTOPOH1 SIBISIETCS] CIIOCOOHOCTH K pa3MHOKEHUIO. B onoiaHeHne K 5ToMy, BUPYCHl MOTYT
MOBPEIUTh WIM MOJHOCTBIO YHHUUYTOXXHUTH BCE (DAalibl M AAHHBIE, NTOJKOHTPOJIBHBIE IOJIb30BATENI0, OT
MMEHH KOTOpOro ObUIa 3amyllieHa 3apakeHHas MporpaMma, a TakkKe MOBPEOUTh WIN JaKe YHUYTOXKHUTD
OTEPaLMOHHYIO CUCTEMYy cO BcemH (paiinmamMu B LesnoM. B OONBIIMHCTBE Cly4aeB PaclpOCTPaHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

MerToapl 3aMThI OT BPEAOHOCHBIX IPOrPaMM:

1. Ucnonb3yii cOBpeMEHHBIC OTICPAIIMOHHBIC CUCTEMBI, UMEIOIINE CEPbE3HBIM YPOBEHB 3alIUTHI OT
BPEIOHOCHBIX ITPOrPaMM;

2. IlocrossHHO YycTaHaBnmuBail madytu (OA(POBBIE 3aIUIaTKH, KOTOPHIE aBTOMATHYECKH
YCTAHABIMBAIOTCA C LENBI0 AOPAa0OTKH MPOrpaMMbl) W ApPyrHe OOHOBJIECHHUS CBOEH ONEpallMOHHON
cuctembl. CkauuBaii UX TOJNBKO ¢ o(UIMANBbHOTO caiita pa3zpadorunka OC. Eciam cyiiecTByeT peKum
ABTOMAaTHYECKOT0 OOHOBIICHHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEpE IOJ MpaBaMHu IOJIL30BATENS, a HE aAMHUHHUCTpaTropa. JTO He
IIO3BOJIUT 6OJH>HH/IHCTBy BPCAOHOCHBIX IIpOrpaMM HHCTAJUIMPOBATECA Ha TBOEM MIC€PCOHAILHOM
KOMIIBIOTEPE;

4. Hcnonp3yd aHTUBUPYCHBIE HPOrpaMMHBIE NPOAYKTHl H3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKHM OOHOBIICHHEM 0as3;

5. Orpannyb GU3NYECKUI AOCTYI K KOMIBIOTEPY IS HOCTOPOHHMX JIHII;

6. Hcnonp3yil BHeIIHWME HOCUTENH HHGOpMAlMM, Takue Kak (iemka, AUCK wiau Gailn u3
HWHTCPHETA, TOJBKO U3 NMPOBEPCHHBIX UCTOYHUKOB,

7. He oTkpwiBali KOMIBIOTEpHBIC (Daiiibl, MONydYeHHbIE W3 HEHAJCKHBIX HCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE IPHUCIAl TBOW 3HAKOMBIN. JIydiie yTouHM y HEro, OTIPAaBIIsLI JIM OH Te0e HX.

Cerun WI-FI

Wi-Fi - 10 He BHI nepenadn JaHHBIX, HE TEXHOJIOTHs, & BCETO JIMIIbL OpeH/, mMapka. Emie B 1991
rojy HUJIepiaHicKas xkoMmnanus 3aperucrpupoBaia Opena "WECA", uyro 0003Ha4yano cioBocodeTaHue
"Wireless Fidelity", koTopsiii mepeBoauTCsl Kak "GecpoBOIHAS TOYHOCTH'".

Jlo Haiero BpeMeHH Jloluia Apyras abopeBuarypa, KOTopast ABJSIeTCSl TAKOH JK€ TEXHOJIOTHEeH. ITo
ab0peBuatypa "Wi-Fi". Takoe Ha3BaHue OBUIO 1aHO C HAMEKOM Ha CTaHJAPT BBICIIEH 3ByKOBOW TEXHUKU
Hi-Fi, uto B nmepeBoie 03Ha4yaeT "BhICOKAsi TOYHOCTH'.

Ha, OecmnaTHeId MHTEpHET-ZOCTYNl B Kade, OTEIsIX M adpomoprax SBISETCS OTIMYHOU
BO3MOXXHOCTBIO BBIXOZa B MHTEpHET. Ho MHOTHE 3KCIepThI CUMTAIOT, YyTo o0menoctynHsie Wi-Fi cetu He
SBIISIOTCS O€30MMaCHBIMHU.

CoBeTblI 10 6€30MacHOCTH PadOTHI B 001IeJ0CTYHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro Mu4HYyr0 WHGOpMAIHio Yepe3 odmenaoctymnuasie Wi-Fi cetu. Pabotas B Hux,
KeJaTelbHO HE BBOJMTH ITAPOJIN JIOCTYIIA, JIOTHHBI U KAaKUEe-TO HOMEpa;

2. Hcmonp3yii u OOHOBJISIH AaHTUBHUPYCHBIE MPOrpaMMBI W OpaHaMayep. TeM caMbIM Tl
o0e3omacuib cedst OT 3aKaYKH BUpYyca Ha TBOE yCTPOICTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkmoun dynkiuio "OOmmit goctyn k ¢aitiaM U mpuHTEpam'.
JanHast QYHKIUS 3aKphiTa 1O YMOJYaHUIO, OJHAKO HEKOTOpPHIE MOJb30BATENM AKTHBUPYIOT €€ st
y100CTBa NCIOIB30BaHMS B paboTe Wi yueoe;

4. He ucnonb3yit myGmmunbsiii WI-FI mis nepemaun nUYHBIX JaHHBIX, HalpuUMep IJsl BBIXOJa B
COLIMAJIbHBIE CETH WM B 3JIEKTPOHHYIO IIOYTY;

5. Mcnonp3yii Tonbko 3amumieHHoe coenquuenne yepe3 HTTPS, a ue HTTP, T.e. mpu mHabope BeO-
azpeca BBoIU uMeHHO "https://";

6. B moounsHOM Tesedone oTkmoun (yHkiuo "Tlogkmouenne k Wi-Fi aBTomatnuecku". He
JTOTTyCKail aBTOMAaTHYECKOTO TTOAKITIOYCHHSI YCTporcTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusl.




CouuajbHble CeTH

CoupanbHble CETH aKTHBHO BXOIAT B HAIly >KW3Hb, MHOTHE JIOAW pabOTalOT M KHMBYT TaM
MIOCTOSIHHO, a B Facebook yike 3aperucTpupoBan MUJIHAP YETOBEK, YTO SIBJISIETCS OJHOM CEABMOU BCEeX
JKUTEJNEH IUTaHeThl. MHOIME I0Jb30BaTeNId HE IOHMMAIOT, YTO HHGOpPMAaLus, pa3MELICHHAs HUMH B
COLIMAJIBHBIX CETSAX, MOXKET OBITh Hal[IeHa M UCIIOJIb30BaHA KEM YIOIHO, B TOM YHCJIE HE 00S3aTENIBHO C
OJaruMu HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH B COLUAIBHBIX CETAX:

1. Orpannys cnucok napy3ed. Y Teds B Jpy3psiX HE JODKHO OBITh CIlydalHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amumai cBOI YacTHYIO >KM3Hb. He ykaspiBali mapoin, TeneoHBI, ajapeca, AaTy TBOETO
POXIEHHS M JpYIyl0 JHYHYI0 HHpOpManuioo. 3JIOYMBIIIJICHHUKA MOIYT HCIIOJB30BaTh Jake
MH(QOPMAIUIO O TOM, KaK Thl U TBOW POJUTEIH TUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuIiai CBOIO PEIyTaIHIO - ICPKU €€ B YHCTOTE U 3aJ1aBail ce0e BOMPOC: XOTEI OBl ThI, YTOOBI
JIpyrue NoJjb30BaTeNd BUAEIM, YTO Thl 3arpyxaemb? [lomymail, mpexxae dyeM 4TO-TO OIyONHMKOBATbh,
HalucaTh U 3arpy3uTh;

4. Ecnu Thl TOBOpHIB C JIIOJABMH, KOTOPBIX HE 3HAaellb, HE HCHONb3YyH CBOE pealbHOe UM U
JOPYTYIo JUYHYI0 HH()OpMALUU: UM, MECTO JKUTEICTBA, MECTO Y4eOBbI U IIpoUee;

5. U3Geraii pazmemenus dororpaduii B IHTEpHETE, TO€ TH H300pa)KEH HA MECTHOCTH, IT0 KOTOPOI
MOYKHO OIPEAETUTh TBOE MECTOMOI0KEHHE;

6. [Ipu peructpanyu B CONUAILHON CETH HEOOXOIUMO HCIIOIB30BATh CIIOMKHEIE MAPOJIH, COCTOSALIHNE
13 OYKB H TUGp U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. ng conuaibHOW CETH, OYTHl U JAPYTHUX CAaHTOB HEOOXOIUMO HCIOJIB30BaTh PAa3HBIC MAPOJIH.
Torma ecnu TeOs B3IOMAIOT, TO 3JI0YMBIIIJICHHUKH TOJTyYaT JOCTYI TOJNBKO K OJJHOMY MECTY, a HE BO BCE

cpasy.
JJ1eKTPOHHBIE JeHbI'N

DJEeKTPOHHBIE AEHBIU - 3TO OYEHb YAOOHBIN CHOCOO IUIATEKEH, OHAKO CYIIECTBYIOT MOILIEHHHKH,
KOTOpPBIE XOTST MOJyYUTh 3TH I€HBIH.

ONeKTpOHHBIE IEHBI'H MOSBUIINCH COBCEM HEAABHO M MIMEHHO M3-3a 3TOT0 BO MHOTHX I'OCY/IapCTBax
JI0 CHX TIOp HE MPOMHMCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YyHKIMOHUPYIOT M O HHUX YK€ NPOIMCAHO B 3aKOHE, TI€ MX Pa3lesiioT Ha
HECKOJIKO BHJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaeTcs NPOBOAUTH oOlepanuu 0e3 HACHTU(HKAIWK II0Jb30BaTels, a B HEAHOHHUMHBIX
UACHTH(UKALUS T10JIb30BATEINS SBISIETCS 003aTEIbHOM.

Taxoke cienyer pa3indaTh dJIEKTPOHHbIE (HAaTHBIE JEHBIH (PABHBI TOCY/IaPCTBEHHBIM BAIOTaM) M
AJIEKTPOHHBIE HE(UATHBIE IEHHTU (HE PaBHBI FOCYAPCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI IO OE€30IACHON PabOTE € JIEKTPOHHBIMH ICHBIAMHU:

1. TlpuBsbku K cdeTty MOOWIBHBIH TenedoH. DTo camblii ymoOHBIH M OBICTPBIA CIIOCOO
BOCCTaHOBHUTH IOCTYIl K cuery. IIpuBs3aHHbBIN Tene)OH MOMOXKET, €CiiM 3a0yiellb CBOH IIaTEKHBIN
MapoJIb WK 3aiJeIIb Ha CaliT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yit onHopa3oBele napoiu. [locie nepexoga Ha yCHJICHHYIO aBTOPH3aLHUIO TeOe yxe He
OyZIeT yrpoxaTh ONaCHOCTh KPa)kKH WIIH MepexBaTa IJIaTeXHOTO apoIs;

3. BriOepu cinoxHbelid maponb. llpectymHukam OyAeT HE HpOCTO yrajiaTh CIOXKHBIA I1apoJib.
Hapexwuple maposnu - 3T0 apoii, KOTOphIe COAEPKAT HE MEeHee § 3HaKOB M BKIIIOUAIOT B c€0sl CTPOUYHBIE U
NPOTHCHBIE OYKBBI, UG PHI K HECKOJILKO CHMBOJIOB, TaKMe KaK 3HaK JIojuiapa, (yHTa, BOCKIHIATEIbHBIN
3Hak u 1.11. Hampuwmep, $tROng!;;

4. He BBOIM CBOM JIMUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIIb.

DJ1eKTPOHHAS MOYTA

ONEeKTpOHHAsl MOoYTa - 3TO TEXHOJOTHSl M MPEAOCTaBISIEMBIE €I YCIYTM MO IEPEChUIKE U
MOJTyYEHUIO DIIEKTPOHHBIX COOOIIEHHUH, KOTOpHIE PaCIpEeAemsioTcs B KOMIBIOTEpHOH cetn. OOBIYHO
SJIEKTPOHHBIN TOYTOBBINA SIIUK BBITJSIIUT CIEIYIOIIAM OOpa3oM: HMMs_IONIB30BaTENsA(@WUMS_JTOMEHA.
Takxe KpoMe mepeiayr MPOCTOro TEKCTa, UMEETCSI BO3MOXKHOCTh MEePEIaBaTh (DaiiIbl.

OCHOBHBIEC COBETHI 110 O€30TIaCHON PaboTe C IIEKTPOHHOMN TTOUTOM:

1. Hamo BbIOpaTh NpaBWIBbHBIN IIOYTOBBIM CepBUC. B HHTEpHETE €CTh OTrPOMHBIA BBIOOP
OeCIUTaTHRIX MTOYTOBBIX CEPBUCOB, OJHAKO JIYYIIE JIOBEPATH TEM, KOTO 3HACIIb U KTO MIEPBBIH B pEHTHHTE;




2. He yka3piBali B JMYHOM MoOuYTe JMYHYH HHPOpManmioo. Hampumep, iydiine BbIOpaTh
"My3bIKaNbHBI _(aHaT@" wiu "pok2013" BmecTo "temal3";

3. Hcnonp3yil ABYXATallHYI0 aBTOPHU3ALMIO. JTO KOI/Ia MOMHMMO Mapojs HY)KHO BBOJIUTH KOJ,
npucbuIaeMblid mo SMS;

4. Beibepr CIOXKHBIA mapoib. JIsl Ka)Xmoro IMOYTOBOTO SIMHUKA MTOJDKEH OBITh CBOW HAISKHBIM,
YCTOMYUBBIN K B3JIIOMY [1apOJIb;

5. Ecnu ecTh BO3MOKHOCTD HalycaTh CaMOMY CBOM JIMYHBIN BOIIPOC, HUCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. Vcmonmp3yii HECKONBKO TOYTOBBIX SAMIMKOB. [lepBBIN Ui YacCTHOM NEPENmUCKH C aJpecaTamu,
KOTOPBIM THI JIOBEPSIEIIb. JTO AIMEKTPOHHEIHN apec He HaJl0 HCIIOJIb30BaTh MPY PETUCTPAIH Ha (hopyMax
U calTax;

7. He oTkpbiBaii ailiibl U Ipyrue BIOKEHHS B IUCbMaX, Ia)e €CJIM OHU MPHIIUIA OT TBOUX APY3€EH.
Jlyuire yrouHu y HUX, OTIPABISIIN JIU OHU TeOe 3TH (aiiiibr;

8. Ilocne okoHuaHus pabOTHI Ha MOYTOBOM CEPBHCE MEpPEA 3aKPHITHEM BKIAJKH C CAWTOM HE
3a0yab HaxKaTh Ha "BeiidTH".

KubepOy1simHr uiiu BUPTyaibHOE U31€BATEebCTBO

KubepOymmuHr - TpecienoBaHne COOOIIEHUSMHE, COJEPXKAIAMH OCKOPOJICHHUS, arpeccuro,
3allyTUBaHUE; XyJIUTaHCTBO; COLUAIEHOE OOMKOTHPOBAHHE C MIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO OOPHOE C KHOEPOYIITMHIOM:

1. He 6pocaiics B 0oii. JIyumunii crioco0: MOCOBETOBATHCSA KaK Ce0sl BECTH M, €CJIH HET TOr0, K KOMY
MOXKHO 0OpaTuUTbCs, TO BHAyaje YCHOKOMTHCS. Eciau Thl HauyHelmb OTBEYaTh OCKOPOJICHMSIMH Ha
OCKOPOJICHUSI, TO TOJIBKO €lIe OONbIIEC Pa30XKIKeIb KOH(IIUKT;

2. YrpaBisiii cBoei KnbeppemnyTanumeii;

3. AHOHMMHOCTbH B ceTH MHUMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOMT 32 aHOHHMMHBIM
AKKayHTOM;

4. He crouT BecTH XyJnWraHCKHA 0Opa3 BHPTyalbHOH >kM3HU. MHTEpHET (UKCHUpyeT Bce TBOU
JICHCTBYS M COXPAHSET MX. Y JAINUTh UX OYAET KpaiiHe 3aTPyAHUTEIBHO;

5. CoGmrofaii CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyit enuHu4HbI HeratwB. OJHOPa30Bble OCKOPOUTEIbHBIE COOOIIEHHS JTydIle
UTrHOpUpOoBaTh. OOBIYHO arpeccusi MpeKpamaeTcs Ha Ha4albHOW CTaIHH;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMU COOOIIEHHSIMHU, B COLIMAIBHBIX CETSIX €CTh
BO3MOXXHOCTbH OJIOKMPOBKHU OTIPaBKU COOOLICHUI C ONPEEIIEHHBIX a/IpeCcoB;

8. Ecim THI cBuzmerens kuOepOyymHra. TBOM AEWCTBHSA: BBICTYIHUTH NPOTHUB TPECIETOBATEINS,
MIOKa3aTh €My, YTO €ro JAEHCTBUS OLIEHMBAIOTCA HEraTUBHO, MHOJEPXKAaTh XEPTBY, KOTOPOW HY>KHA
NICUXOJIOTHYeCKask IOMOIIIb, COOOIINTE B3POCIBIM O (PAKTE arpecCUBHOTO MTOBEICHUS B CETH.

MooOunbHbIi Tenedon

CoBpemeHHBbIe CMapT(OHBI W IUIAHINETHI COJAEpPKAT B cede BIOIHE B3POCHBIH (QYHKIHOHAN, U
Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlHOHAPHBIMH KOMITbloTepaMu. OIHAKO, CPEICTB 3alUThI JJIs
NOJOOHBIX YCTPOICTB MOKa OUYeHb Majo. TeCTUPOBaHHE U TIOMCK YSA3BUMOCTEH B HUX MPOUCXOIUT HE TaK
MHTEeHCHBHO, Kak 1iist 11K, To sxe camoe kacaeTcsi 1 MOOMIBHBIX PUIIOKEHHH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ NMPaKTHYECKU JIOTHAJIM HACTOJBHBIE aHAJIOTH, OJHAKO
pacuiperre QyHKIMOHaIa BIeYeT 3a COO0HM OOJIBIIYIO CI0KHOCTh M MEHBUIYIO 3aIUIIEHHOCTb.

Janexko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHUSI, 3aKPBIBAIOIINE KPUTUUYECKUE YSI3BUMOCTH
JUIS1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30IaCHOCTH MOOMIBLHOTO Telie)OHa:

Huuero ne sBnsiercss mo-HacTosimeMy OeciutaTHBIM. bByap octoposkeH, Beab Korga Ttebe
npeIararoT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIATHBIE YCIYTH;

Hymaii, npexne deM ornpaBute SMS, ¢oto wim Bumeo. Thl TOYHO 3HAElIb, TNle OHU OyIyT B
KOHEYHOM HTOore?

Heo6xo1umo 00HOBIISATE ONEPAlMOHHYIO CUCTEMY TBOETO cMapT(¢OHa;

Hcronb3yit aHTHBHPYCHBIE IPOTPaAMMBI TSI MOOMIIBHBIX TEIe(OHOB;

He 3arpy:xaii npuio)xeHust OT HEU3BECTHOIO UCTOYHMKA, BElb OHU MOT'YT COAEPKaTh BPEIOHOCHOE
porpaMMHOE 0OecTieueHHe;

[Tocie Toro Kak ThI BBIMJAEIIL C CaiTa, Ii€ BBOAWI JUUYHYK HH(OPMAIIUIO, 3aiId B HACTPOHKH
Opaysepa u yaanu cookies;

[epuoanuecku npoBepsii, Kakue MIAaTHbIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;




JlaBaii cBOW HOMEp MOOMJIBHOTO TeleOHA TOJBKO JIOAIM, KOTOPBIX THI 3HACHIh M KOMY
JTIOBEpSICIITb;

Bluetooth momxkeH OBITH BBIKIIFOUEH, KOT/Ia ThI UM HE MOJIB3yelbes. He 3a0biBaii MHOTIa MPOBEPATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPACOYHBIC, 3aXBATBHIBAIOLINE PA3BICUCHUS, O0BEIUHSIOLINE
COTHH THICSIY YEJIOBEK II0 BceMy MuUpy. MIrpoku ucciaenyoT JaHHBIH UM MUp, 00IIat0TCs APYT C APYIoM,
BBITMIOJHSIOT 3a/laHusl, CPaXaloTCd C MOHCTPAaMHM U MOJYYaroT OMBIT. 32 yIOBOJBCTBHE OHU IUIATAT:
MOKYNArT ANUCK, OTUIAYMBAIOT A0OHEMEHT WM TPUOOPETAIOT KAKHE-TO OTIIUH.

Bce 3t cpenctBa mayT Ha MOANEpXKAaHWE M PAa3BUTHE WIPHL, a TAKXKE Ha caMy O€30IacHOCTS:
COBEPILIEHCTBYIOTCS CHUCTEMBbI aBTOPH3AIMHM, BBITYCKAIOTCS HOBBIE MaT4d (UUQPOBBIE 3aIUIATKH IS
MPOTrpaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX urpax CTOWT omacaTbCsi HE CTOJBKO CBOMX COIEPHUKOB, CKOJBKO KpPaXkKH TBOETO
1apoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3ALUH OOIBIINHCTBA UTP.

OCHOBHBIE COBETHI IO OE30IACHOCTH TBOETO UTPOBOT'0 aKKAYHTA:

1. Eciin apyroif urpok BemeT ceds IIOXO WM CO3/1aeT TeOe HEMPHUSTHOCTH, 3a0JIOKUPYH €ro B
CIIMICKE UTPOKOB;

2. Iloxamyiicss agMUHHCTpAaTOpaM HIpbl Ha IUIOXO€ IIOBEJEHHE JTOr0 WIPOKa, >KEIaTelbHO
MIPUIIOKUTH KaKUe-TO JIOKa3aTeNIbCTBA B BU/I€ CKPHUHOB;

3. He yka3piBaii mnuHyto nHGOpPMAIHIO B Ipodaiiie urpsl;

4. YBaxail Jpyrux y4acTHHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo()UITMAIBHBIC TATYH U MOJIBI;

6. Mcnonb3yil CI0KHBIE U pa3HbIE MAPOJIH;

7. Jaxxe BO BpeMs UIPbl HE CTOUT OTKIIOUaTh aHTUBUpPYC. [loka Tl uUrpaenib, TBOM KOMIBIOTEP
MOTYT 3apa3uTh.

DOUIIHHT WIH Kpa’ka JIUYHbIX JaHHbIX

OOBIYHOH Kpakel JIeHer W JOKYMEHTOB CETOJHs YK€ HUKOTO HE YAWBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHI 3JIOYMBINUIEHHUKH TIEPEMECTUINCh B WHTEPHET, W MPOJOIDKAIOT 3aHHMATHCS
" TFOOUMBIM" JIETTOM.

Tak mosiBUIAack HOBas yrpo3a: MHTEPHET-MOIICHHHYECTBA WIIM (DUIIMHT, TJIaBHAs 1Ie7b KOTOPOTO
COCTOMT B IIOJIYYCHUU KOH(PHUACHIIMAIBGHBIX MAaHHBIX I[OJIb30BaTeNied - JIOTHHOB W maponieid. Ha
aHTnuiickoM si3bike phishing unraercs kak umuHr (ot fishing - peiOHas moBis, password - Maposs).

OCHOBHBIE COBETBI IO OOPHOE C PUITHHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecim Thl momo3peBaeiib, YTO TBOS aHKeTa Oblia B3JIOMaHa, TO
HEO00XOMMO 3a0JI0KUPOBATH €€ U COOOIINTH aIMHHHACTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. Ucnonb3yit Oe3onacHbIe BE0-CalThl, B TOM YHCJIC, MHTEPHET-MAara3uHOB U TIOUCKOBBIX CUCTEM;

3. Ucmonp3yit clokHBbIE W pa3Hble Mapoiau. Takum o0pa3oMm, ecid TeOs B3JIOMAarT, TO
3JI0YMBIIIEHHUKH TIOJTy4aT AOCTYII TOJIBKO K OJHOMY TBOEMY NMPO(UIIIO B CETH, & HE KO BCEM;

4. Eciu TeOs B3IOMany, TO HEOOXOAWMO TPERyNpEeNuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
Jno0aBlieHBl y TeOsI B JPY3bSX, O TOM, YTO TeOs B3JIIOMalH M, BO3MOXXHO, OT TBOEr0 MMEHH OynIeT
pacchlIaThCs CIlaM M CChUIKM Ha (PUIIMHTOBBIE CAUTBHI;

5. Ycranosu HagexHbli napons (PIN) Ha MoOunbHBIH TenedoH;

6. OTKJII0UYM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkphIBait (haliiel U IpyTHE BIOXKEHHUS B MUCbMaX, AK€ €CIIU OHH IMPHUIIUTA OT TBOUX JIPY3CH.
Jlydiie yTouHHM y HUX, OTHPABIISUIN JIH OHU TeOe 3TH (ailibl.

IMudgposas penyranus

LudpoBas pemyramuss - 3TO HeraTWBHAs WM IO3WTHUBHAas WHGopManus B ceTd o Tebe.
Komnpomerupyroniast nHGOpMaIus, pa3MeeHHas B HHTEPHETE, MOXKET CEPhe3HBIM 00pa30M OTPa3UThCS
Ha TBoeW peanmbHOM u3HM. "llmdposas pemyramus" - 3T0 TBOH HMHIK, KOTOPBIA (GopMHpYETCS U3
uHpopMaiuu o Tebe B HHTEpHETE.

TBoe MecTo KHTENbCTBA, Y4eObl, TBOe (DMHAHCOBOE IIOJIOKEHHE, OCOOCHHOCTH XapakTepa WU
pacckasbl 0 OJIM3KHX - BCE 3TO HAKATUIMBACTCS B CETH.

MHorue TmOAPOCTKM JIETKOMBICIIEHHO OTHOCATCS K IyONMKAIUM JHYHOW HWHQOpMaIuu B




WHTepHeTe, HE MOHWMAas BO3MOXKHBIX IMOCIEACTBHUA. Thl Jake HE CMOXEMIb JOTagaThCsl O TOM, YTO
¢dotorpadus, pa3MenieHHas 5 et Ha3ajd, cTajla IPUIMHON 0TKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pa3menieHie TBOuX (ororpaduii U apyrue ACUCTBUS MOTYT HE MCUC3HYTH JaXKe
MOCJIe TOTO, KaK Thl MX YAaJNWIIb. Thl HE 3HAaellb, KTO COXPaHMI 3Ty WHGOPMAIUIO, Tonaja 1 OHa B
MTOMCKOBBIE CHCTEMBl M COXPAaHMJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKPYXKAIOIIHNE JIFOJH,
KOTOpBIE HAUAYT U YBUAAT 3T0. HaliTi mHpOpMAIO MHOTO JIET CITyCTSI CMOJKET JIF000M - KaK U3 JOOPBIX
MOOYKJICHUH, TaK U ¢ HAMEPEHUEM MMPUYUHUTH BpEZl. DTO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI TI0 3alIUTE UPPOBONA PEITyTAIHH:

1. [Momymaii, ipekae YeM 9TO-TO IyOJMKOBATh W IEepenaBaTh y ce0s B OJOTe WM B CONMATBHOMN
CeTH;

2. B Hactpoiikax mnpoduis YCTaHOBH OTrpaHMYECHHS HA MPOCMOTpP TBOETO MNPOQWIS H €ro
COJIEP’)KUMOT0, CAETail ero TOIbKO "Mt Apy3ei';

3. He pa3memaii u He ykas3piBali WH(pOpPMAIIMIO, KOTOpas MOXKET KOro-IH00 OCKOPOJISATh HITU
00MXKaTh.

ABTOpCKOE IPaBO

CoBpeMeHHBIE IIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNN U(poBoro mpocrpanctsa. OnHAKO AajIeKko
HE BCE 3HAIOT, YTO I0JIb30BaHHE MHOTMMHU BO3MOXKHOCTSIMH LIU(POBOro Mupa TpedyeT cOOI0AeHus IpaB
Ha WHTEIJUICKTYalbHYI0 COOCTBEHHOCTB.

TepMuH "UHTENIIEKTYaTbHAass COOCTBEHHOCT" OTHOCHTCS K Pa3IMYHBIM TBOPECHHUSM YEIOBEUYECKOTO
yMa, HAYMHas C HOBBIX H300pETeHNH 1 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTh Ha IPOIYKTHI U YCIIyTH, U
3aKaH4YMBas KHUramMu, GoTorpapusiMu, KHHOQHIbMAMU H MY3bIKQILHBIMHU MPOU3BEACHUSMH.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha TPOW3BEICHUS HAYKH,
JUTEpaTypsl M HCKYCCTBAa. ABTOpPCKHE IIpaBa BbBICTYNAIOT B KayecTBE TIapaHTUH TOTO, 4YTO
MHTEJUICKTYAIbHBIN/TBOPUECKUH TPyZ aBTopa HE OyIeT HampacHbIM, JacT €My CIpaBeAjIMBbIC
BO3MOXHOCTHU 3apa0boTaTh Ha pe3yibTaTax CBOETO TpPy[a, MOJYyYUTh M3BECTHOCTh M MpHU3HaHue. Hukro
0e3 paspelleHHsi aBTopa HE MOXKET BOCIIPOW3BOJUTH €0 IPOU3BEICHUE, PACIPOCTPAHSATh, IMyOIHIHO
JEeMOHCTPUPOBaTh, MpPOAaBaTh, HMIOPTHPOBaTh, IIyCKaTb B IIPOKAT, IIyOJUYHO HCIHOJHATH,
MOKa3bIBaTh/UCIIOIHATE B d(Upe WK pa3meniats B IHTepHeTe.

Hcnonp3oBanue "muparckoro’ mporpaMMHOTO O0OECTICUEHUS MOXKET IMPUBECTH K MHOTHM PHCKaM:
OT MOTEePH MAAaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKHM TBOErO YCTPOMCTBa, TI€ YCTaHOBJIEHA
HeneranbHas nporpamMMa. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT JerajbHble M O€CIUIaTHBIE
MIPOrpaMMBbl, KOTOPHIE MOKHO HAWTH B CETH.

O nopraJje

CeteBHYOK.p(d - TBOH ITaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXKEIb Y3HATH O 0€30IMaCHOCTH B CETH
MOHATHBIM W JOCTYIHBIM $3bIKOM, a TPH BO3HUKHOBEHHHM KPUTHYECKOH CHUTyallMd OOpaTUThCS 3a
COBETOM. A TarKe NPUHSTH Y4acTHE B KOHKYPCaX U CTaTh CaMbIM LHU(PPOBBIM IPaXIaHUHOM !




